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Abstract

This position paper envisions an integrated, Al-augmented human-machine environment designed to help op-
erators in space (e.g., astronauts) sustain balanced workloads and stable cognitive functioning under extreme
operational pressure. The proposed system combines machine-learning-based cognitive state estimation, ex-
plainable telemetry anomaly and cyber-attack detection, a large language model for guidance and assistance,
and augmented-reality (AR) Heads-up Display (HUD) interfaces that mediate information flow in real time. We
have developed and evaluated components, including near-real-time cognitive load monitoring and lightweight,
explainable anomaly detection, to tackle the security concerns. Building on this, our long-term goal is to design
critical data visualizations and Al agent support for the HUD and systematically assess their effects, advancing
our broader vision of Al-supported AR interfaces in safety and security-critical environments, such as space
operations.
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1. Introduction

The expanding boundaries of space exploration expose human operators to long-duration missions
that introduce a new scale of isolation. Even with extensive training, there is a growing concern
for astronauts’ mental health and cognitive performance [1]. Prior work has shown that as mission
durations extend from 8 to 50 days, astronauts exhibit both physical and psychological impairments that
degrade task performance [2, 3]. Augmented reality (AR) can enhance performance on procedural tasks
in space operations (for example, carrying out maintenance on a scientific instrument) by delivering step-
by-step visual guidance via a HUD [4]. However, beyond static, instruction-driven, single-task scenarios,
there remains a need for explanatory data analysis, interpretation of complex system conditions, and
context-aware, adaptive assistance in multitasking situations. Therefore, we envision that autonomous
monitoring and maintenance systems, supported by Al and AR interfaces, can reduce astronaut workload
by requiring human supervision only when necessary. Integrating Al and AR with adaptive automation
alongside human operators in high-demand space environments is essential to enhance autonomy,
reduce errors, and significantly improve efficiency, sustainability, response time, and overall operational
effectiveness [5]. Space anomaly detection plays a crucial role in safeguarding the integrity and reliability
of space systems amidst the increasing array of threats. Machine-learning methods, like ensemble ML,
reinforcement learning, and deep models, can continuously monitor cyber threats such as jamming,
spoofing, signal injection, and intrusions against space systems [6, 7]. In addition, Large Language
Models (LLMs) function as intelligent Al assistants, particularly those designed around specific contexts
like space operations, such as METIS [8] and CORE [9] facilitate smoother operations by delivering
reliable outputs and multimodal feedback, thereby enhancing situational awareness and reducing
cognitive workload. As reliance on Al grows in sensitive contexts such as space operations, we must
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ensure explainability, transparent reasoning, and human oversight over all final decisions informed
by autonomous components [10]. Unlike procedural AR support in [4], navigational HUD concepts
mentioned in [11], and existing Al assistants such as METIS/CORE [8, 9], our specific novelty lies in
integrating Al-assistance and AR into a single human-in-the-loop framework: explainable detection
of telemetry security anomalies, HUD-mediated presentation of critical information, and LLM-based
guidance, all coupled with real-time cognitive-load estimation. This design allows us to validate the
system by measuring how Al support affects users’ cognitive states in demanding multitasking scenarios.

Cognitive load detection model = Telemetry attack detection model
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Figure 1: Al-Augmented Human Decision-Making Envisioned Framework

In space operations, we argue that human-Al teaming should prioritize cognitive well-being and
calibrated autonomy over maximal automation. This position paper presents our vision and initial
prototyping efforts of an Al-augmented environment that integrates cognitive state estimation, explain-
able anomaly monitoring, a domain-specialized LLM assistant, and AR heads-up interfaces to support
astronauts under extreme demands. We detail our framework, report progress on a working prototype,
and outline a research agenda for evaluating Al-mediated cognitive support in safety-critical settings.
Our work advances transparent, human-centered Al systems and invites interdisciplinary feedback to
refine interface design, evaluation methods, and ethical safeguards.

2. Al-Augmented Environment for Space Operation

Our current prototype framework is integrated within a Unity-based VR environment on the Inter-
national Space Station to simulate a space-themed AR environment with Al-augmented components.
Multiple components must function concurrently to monitor, alert, and assist astronauts, focusing their
attention on the most critical information. This helps them make the best decisions with minimal stress
and full attention. Figure 1 shows the envisioned framework in its entirety. This envisioned system
integrates:

« Real-time cognitive state monitoring

+ Cyber-attack detection from telemetry data
+ LLM-based Al-assistant

+ HUD for real-time data visualization



We evaluate a cognitively demanding, safety-critical spacecraft control task in which participants start
off by setting spacecraft velocity based on distance and target arrival time. While doing this initial task,
a simulated sequence of telemetry alerts will be presented through the HUD. To induce high cognitive
load, the simulation includes true anomalies, false negatives, and near-threshold normal cases that
may be incorrectly flagged by the telemetry attack detection model; participants must inspect 3-4
feature values and judge whether each alert reflects a true anomaly or a false flag, without knowing
the ground truth. They will complete half of these cases using only the pre-simulation briefing and
the other half with explainable Al guidance delivered through the AR HUD, while cognitive load is
monitored across conditions. In the final phase, participants will correct true telemetry anomalies by
calculating and updating the appropriate feature values to restore spacecraft navigation, with voice-
based assistance from an LLM agent for procedural guidance and mathematical calculation support. This
will allow us to assess whether dynamic Al assistance reduces workload and improves performance in
challenging environments. We will assess effectiveness using task performance and subjective workload
(NASA-TLX), examining changes in cognitive load across conditions.

2.1. Real-time cognitive state monitoring system

The effectiveness of the system is validated by observing how the astronaut’s cognitive state responds to
changing situations, the support from the AI agent, the interpretability of ML models’ outputs, and the
use of augmented reality environments. In [4], cognitive workload is assessed after task completion only
using NASA-TLX questionnaire, where participants self-report their perceived workload. This retrospec-
tive approach may introduce bias or inaccurate recall of the actual cognitive demand experienced during
the task. In contrast, real-time cognitive load monitoring with trained ML models can provide a more
objective and continuous measure, enabling stronger validation of the impact of Al-assisted systems.
For real-time monitoring of cognitive load, eye-tracking data is well-suited for this context, as it is
headset-integrated, whereas other physiological data like Electroencephalography, Electrocardiography,
or Electrodermal Activity, require additional electrodes and complex data processing [12]. In recent
works on cognitive load observation, Tobii Fusion Pro and HTC Vive Pro headsets are used, which
can extract real-time eye-tracking data with a good user experience [13, 14]. Our framework uses the
Meta Quest Pro to extract users’ eye-tracking data in near real time, with a 14 ms delay, to assess their
cognitive state and update it on the HUD. Continuous cognitive-state assessment can verify how other
components reduce astronauts’ stress and workload. Although designing ecologically valid experiments
that realistically mimic cognitive and physical stressors of microgravity is challenging, it is essential
to demonstrate the substantial impact of Al assistance. With the dataset mentioned in [14], we have
established near-real-time eye-tracking data processing and prediction using an LSTM model, with a
96% accuracy across standard metrics.

2.2. Cyber-attack Detection System

Among different cyber attacks, we have developed a lightweight telemetry attack detection model using
the OPS-SAT dataset [15], which has several orders of magnitude smaller model size than other Fully
Connected Neural Network and transformer-based models [16]. The use of this lightweight model
results in only a 1.1%-3.4% reduction in performance metrics, making it well-suited for resource-limited
environments such as space operations. The model uses explainable Al to highlight key features behind
anomaly alerts and provide more detail when needed. As part of an autonomous monitoring and
detection system, it sends alerts to astronauts via their HUD, along with an analysis explaining the
features that drove the model’s decision. This aligns with recent HCI work on calibrated trust in Al
systems, where explanations support human verification and intervention.

2.3. LLM as an Al-assistant

The proposed framework integrates a domain-specialized Large Language Model (LLM) to support
astronauts during routine and procedural operations. The model is explicitly constrained and grounded



through fine-tuning on verified mission documentation, including ISS operational procedures, mainte-
nance manuals, and safety checklists. Astronauts interact via voice input and receive concise, context-
aware guidance through a HUD, enabling rapid access to certified information without manually
consulting extensive documentation, thereby reducing cognitive load while preserving the astronaut’s
role as primary decision-maker. A key challenge is ensuring reliable, verifiable LLM guidance while pre-
venting hallucinations and resisting adversarial, prompt-based, and distributional threats. To mitigate
automation bias, the Al operates strictly as a decision-support system. It continuously communi-
cates predictions and explanations via the HUD and defers to a human-in-the-loop framework under
ambiguous or anomalous conditions.

2.4. Heads-up Display (HUD) and Augmented reality (AR) environments

Design of a pleasant and helpful HUD interface is as important as providing the critical information
to assist the users. In [11], the authors provide core design insights for astronaut HUDs, emphasizing
the need to reduce visual and cognitive overload while balancing strong navigational guidance with
preservation of astronaut autonomy. Its findings show that although directive HUD support can improve
usability and lower workload, overly prescriptive guidance may encourage overreliance and constrain
independent situational assessment. Keeping those insights in mind for interface designing, our position
paper adds that in high-pressure, multitasking scenarios, Al can further enhance human-machine
interaction by providing adaptive, context-aware support that reduces cognitive burden, while keeping
final analysis and decision-making under human control. All integrated components communicate
user information through the HUD, including cognitive status, anomaly alerts, explanations, critical
details, and Al agent assistance. This interface prioritizes safety-critical anomalies and cognitive
overload indicators over routine work. Beyond HUD, VR/AR technologies have the potential to facilitate
relaxation and mitigate feelings of isolation by simulating earth-like environments during times of
need [17]. When cognitive load and system state permit, the system can suggest opportune times for
users to enter these relaxation environments, while still surfacing critical alarms via the HUD.

2.5. Current prototype

The current prototype framework, which emphasizes integrating the various components, is illustrated
in Fig. 2. This is built in Unity for the Meta Quest Pro that hosts a VR space station setting to emulate
augmented reality conditions for space operations. Cognitive load is tracked in near real time via
eye-tracking data, and the headset’s HUD presents the output of the cognitive load detection model. In
parallel, a telemetry monitoring system performs anomaly alert processing. The user initially engages
with the environment to complete the first task depicted in Fig. 2(a). In the case of an alert, the user
can then choose to view the specific telemetry features that triggered the anomaly, as shown in Fig.
2(b). After completing the component integration, our next step is to refine the AR interactions via the
HUD to make them more polished, intuitive, and user-friendly based on the feedback of pilot studies.

3. Future Research Directions

In the near term, we plan (1) a formal user study to evaluate the current prototype’s impact on workload
and decision quality, and (2) co-design sessions with space operations experts to ground and extend our
design space. Beyond that, emerging open research questions include the following:

+ Feedback mechanism: How can we design a feedback mechanism that enables astronauts to
effectively retrain when Al assistance is misaligned with the true system state?

« Extension of the use of AI: To what extent can monitoring and routine operational tasks be
further automated using Al, and where should clear boundaries be drawn?

« Resource constraints: Considering computational, memory, and energy resource constraints
in spaceborne platforms, what levels of model complexity are feasible without compromising
reliability, safety, and real-time performance?
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Figure 2: (a) In the first scenario, the user is interacting with the velocity setting interface in the environment
while getting update of the anomaly detection and cognitive load. (b) In the case of an alert, the user can see the
most important features about the anomaly and respond based on the user’s analysis.

4. Conclusion

We believe that comprehensive integration of this framework will create a human-AI collaborative
synergy that facilitates a well-informed decision-making process. Live, interactive Al assistance with
AR interfaces can significantly contribute to maintaining user cognitive well-being, particularly in

high-stakes operational contexts such as space missions. Our framework provides an initial step towards
this vision.
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